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This business-oriented course focuses on critical controls and procedures for monitoring and minimizing cybersecurity
risks. Those that complete the course are familiarized with popular cybersecurity attack vectors and understand how
different defence mechanisms can be used to secure and minimize impact on their organizationʼs infrastructure and
resources.

Recipients of this credential are able to:

1. Explain the potential impacts of data breaches to key stakeholders.
2. Identify common cybersecurity threat vectors, and design remediation strategies with appropriate defence controls.
3. Evaluate open-source cybersecurity implementations, and explain how they contribute to cyber resilience.
4. Design and develop a cybersecurity risk management program that incorporates a communications plan for incident
response.

Skills / Knowledge

Cybersecurity Risk management Risk assessment Security controls Cyber resilience Threat mitigation

Incident response planning
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